Audit #010 - Version 0.7.152 - 2026-05-18 - Scope: 0.7.147-0.7.152 release delta

| ogi n. php Auth/session bootstrap — loads ui_mode from snap_users

smack- adm n. php Per-user ui_mode switch (Pimpmobile / Big Wheel offer)

cor e/ si debar . php Reads ui_mode from $_SESSION for nav rendering
cor e/ updat er . php Version comparison fix; migration registration
install.php New Step 0 security-advice page; step default change
ar chi ve. php Variable rename fix ($archive_layout to $grid_layout)
smack- updat e. php Flex layout for stage-action buttons (CSS only)
smack- central / sc-rel ease. php always_exclude additions — 4 non-release skins

smack- hel p. php Auto-advance prose update; null-byte tail removed

Per-user ui_mode — session assignment and DB writes

Before

/ site-wide —any adnmin's toggle affected all users $_ui_pinpnobile = ($settings['ui_node'] ??

' bi gwheel ') === 'pinpnobile'; $pdo->prepare(” | NSERT | NTO snap_settings (setting_key, setting_val) VALUES
(' ui _node' , " pi npnobi I e') ON DUPLI CATE KEY UPDATE setting_val =VALUES(setting_val)")->execute();

| per-user —read from session (set at |ogin from snap_users. ui_node) $_ui _pinpmobile =
($_SESSI O\ ' user _ui _nmode'] ?? 'bigwheel') === 'pinpnobile'; // paraneteri sed UPDATE on authenti cated

user's own row $pdo- >prepar e( " UPDATE snap_users SET ui _node = 'pinpnobile' WHERE id = ?")
- >execut e([ $_SESSI ON[ ' user _id']]);

No injection risk. Value constrained to enum literals. Clean.



SS-010-02 INFO Installer step default (1 -> 0) and new Step 0 security page

= $_POST['step'] ?? 1; // default: |land on env check

$raw step = $ _POST['step'] ?? 0; // default: land on security advice page // Step 0: hardcoded HTM. only
no user input echoed

Positive change: new installs are prompted for strong password and 2FA before proceeding.

SS-010-03 INFO updater_check_status() — false-positive update fix

Before

i f ($installed_checksum!=="" && !enpty($rel ease_info[' checksum sha256']) && !hash_equals(...)) { return

' update_available'; // fired even when renote < installed }

After

$ver si ons_equal = !snap_version_conpare($rel ease_info['version'], $installed_version, '"It') &

| snap_ver si on_conpare($rel ease_info['version'], $installed_version, 'gt'); if ($versions_equal &&

$i nstal | ed_checksum!== "' && ... && !'hash_equals(...)) { return 'update_available'; // only fires on true
version equality }

Clean. Correctness fix with positive security implication.

SS-010-04 LOW sc-release.php: four non-release skins shipping in base package

Before

$al ways_exclude = [ 'skins/52-card-pickup/', 'skins/a-grey-reckoning/', // chaplin, galleria, photogram

rational -geo absent ];

After

 skins/true-grit/', // Skins distributed via Skin Packager only 'skins/chaplin/', 'skins/galleria/',
' skins/photogram', 'skins/rational-geo/",

SS-010-05 LOW smack-help.php: null bytes appended after EOF marker




Before (tail -5 | cat -A)

<?php include 'core/adm n-footer.php'; ?>$% <?php //

(@Q@Q@QOQ@Q@Q@@Q@@Q@A@@@@@@(no newine at ECF)

After (tail -3 | cat -A)

<?php include 'core/adm n-footer.php'; ?>$ <?php //

SS-010-06 INFO archive.php — $archive_layout renamed to $grid_layout

SS-010-07 INFO smack-update.php — flex layout for stage-action buttons (CSS only)

SS-010- 01 Per-user ui_mode session/DB pattern
SS-010- 02 Installer Step 0 security advice page
SS-010- 03 Updater version comparison fix
SS-010- 04 Four non-release skins in base package

SS-010- 05 Null bytes after EOF marker in smack-help.php

SS-010- 06 archive.php variable rename

SS- 010- 07 smack-update.php flex layout (CSS only)

No exploitable vulnerabilities identified. Two LOW housekeeping items resolved. Codebase is clear for the
0.7.152 launch.

Audited by Claude (Anthropic) - SnapSmack co-author - 2026-05-18



